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Every single one of us wants information about our lives to be kept safe from the wrong hands; we expect companies that have our financial data, health records, educational information or any other sensitive information to be kept with a very high level of confidentiality. We expect these institutions to follow the code of conducts with regards to data that is sensitive to us. However, what would happen if a company exposed your information? Are there ethics that are being violated? What controls the actions of institutions not to expose people’s private data or even sell it to other companies? That is where the Gramm Leach Billey act (GLBA) and the Health insurance portability and accountability act (HIPAA) come into the picture. This is the acts that the United States government came up with to regulate the conduct of institution with regards to private data. So the institutions are not free to just sell or expose the information to the world, there are actual acts holding them accountable to private information.
Similarities between GLBA and HIPAA
Having that in mind, what is the similarity between GLBA and HIPAA? To begin with, it goes without saying that both of these acts have been enacted to safeguard private data of the public. They have been enacted to protect individual privacy information. In addition, both of the acts have similar structural orientation. They are similar in structure in the sense that the rules that govern them are directed toward protecting private data. Both acts involve the safeguarding of confidential data. The two acts have also been implemented by the United States government. Every institution that takes peoples data is expected to abide by these acts. There is also the protection of privacy rules from third party sharing. That means that both rules protect the consumer’s private data from being sold or shared to third parties. 
Differences
What are the differences between GLBA and HIPAA? GLBA is an act that was enforced to regulate the conduct of financial institutions ("What are the major similarities between HIPAA and GLBA regulations? - Quora," n.d.). Examples of these institutions include banks, insurance companies, financial advisors and other providers of financial assistance within the nation.  GLBA is an act that controls how financial institutions manage private information of individuals. The financial institutions are required to provide a written document on how they intend to safeguard the data or information from their clients. The written document that they provide is used against them in the event that data is threatened. On the other hand, HIPAA is an act that protects the information on healthcare of individuals. Information about the health of an individual can be quite sensitive, especially for individuals that are suffering from chronic diseases. The children health records are also quite sensitive, so information on your health can be used against you. This is especially if you are a popular person. HIPAA provides protection to data from individuals who offer their information to health care plans, health clearing house, and health care providers. 
Specific security controls and security countermeasures
So HIPAA is mostly concerned with the protection of consumer data related to health records while GLBA protects the consumer’s information related to financial institutions (United States, 2017, p. 836). That is the major difference between the two acts. The other difference between the acts is that HIPAA has a tendency to encourage data to be handled the electronic way. This is a more specific approach to the handling of data. HIPAA handles data related to health records of patients within health institution in an electronic approach; the method is well defined and specific. On the other hand, GLBA does not specify any approach through which the financial data should be handled. There are no ideal means of handling the confidential financial information of customers. There is no guideline on how to deal with the data. It is also important to note that when you violate HIPAA guidelines, the consequences are severe, breaking the HIPAA rules may see an individual fined heavily and even get jail time.  The HIPAA guidelines are quite strict; they should not be broken at any cost because the consequences can leave a lifetime mark. On the other hand, the GLBA guidelines have not been emphasized deeply. When an individual breaks these rules, they only risk being fined. There is no jail time for breaking GLBA rules.
So how does GLBA and HIPAA requirements align with information systems security? It is important to note that encryption of data is done to make sure that the information cannot be accessed by unauthorized personnel (United States, 2004, p. 565). There is also the use of anti-virus, scanning of vulnerabilities, physical security and private rules. All of these are done to make sure that the information will not get into the wrong hand. It is all about the safety of the consumer's data, either in the form of health records or in the form of financial records. When it comes to privacy rule, it involves restricting information to deny access to unitized individuals. The rule is more of the regulation of personal information. The GLBA act is governed by three rules; these are the financial privacy, the pretext rule, and the safeguard rule. On the other hand, HIPAA is governed by two rules, the privacy rules, and the safeguarding rule. The pretext rule prohibits the access of private information through false pretense. Financial privacy regulates the disclosure and collection of information that is to be kept confidential. The safeguard rule requires financial institutions to implement policies that safeguard the privacy of financial information. The privacy rule is concerned about the regulation of personal information. Lastly, the safeguarding rule ensures that there is training for people dealing with the data for efficiency in dealing with health records.
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